ITPABHJIA
3a 0e30IIACHOCT HA JeNaTa U YYCHHIIUTE B
KOMIIIOTBPHATA MPeEKa B IeTCKATA IPAaJHHA, YYUJIHINETO U B HHTEPHET

Te3u npaBuJjia ca pa3padorenu ot Jbp:xkaBHaTa areHIUs 32 3aKPUJIa HA 1€TETO, B
naprabopctBo ¢ I'maBHa jaupexknusi ,bopda ¢ opraHm3mpanara npecTbIHOCT ,
HaumnoHnaneH meHTbpP 3a Oe3omaceH MHTepHeT, MHUHHMCTEPCTBO HAa 00pPa30BaAHMETO H
HaykaTa, Pernonajino ynpaJjieHue Ha o0pa3oBaHueTo — Codus-rpaa, pbKOBOAUTEIN HA
oOpa3oBaTejiHU MHCTUTYIUH 0T Cbl03a HA padoToAaTeIUTEe B CUCTEMATa HA HAPOAHATA
npoceera B bparapus, CapyskeHneTo Ha IMPEKTOPHTE B CpeIHOTO oOpa3oBanue Ha P
bbarapus.

IenuTe HA NpaBUJIaTa ca aa ce:

. rapaHTHpa NPaBOTO HA /1eTeTO/yYeHMIUTEe HA JOCTHII J0 MOAXOAAIIA
uHpopMaNs U MATePUATH B MPeKATa,

. OCBHIIECTBY NMpeBEHLIHMsA M CHHTEe3MPa HA eIHO MsCcTO HMHpopmamusiTa 3a
ONACHOCTHUTE B HHTEPHET;

. NPeI0CTABAT KOHKPETHHM HACOKHM 32 3aKpHJa HAa JeTeTo W 0e30macHo
NMoBeJleHNe B KOMIIOTHPHATA MPeKa B 1€TCKATA IPaJUHA U B YYWJINIIE U B HHTEPHET,

. noA00pH KOOPAMHANMATA M OTrOBOPHOCTHTE HA YYaCTHHIUTE u/WIN

BCHYKH 3AUHTEPECOBAHU CTPAHH.

OTroBopHOCTTa 3a TapaHTHUpaHE MpaBaTa Ha JeraTa 1 3alliuTa Ha TEXHUTE UHTEPECH €
CIOJICTICHa OTTOBOPHOCT MEXKAY CEMEHCTBOTO, OOIIECTBOTO M IIbp’KaBara, 4pe3 HEHHUTE
OpraHu W WHCTUTYIIMU. BBIpeku ToBa, Ta3u OTTOBOPHOCT € pa3mlpeesieHa, KaTo TS ce Imaja
MIPUOPUTETHO HA CEMEUCTBOTO, MO-CHEIIUAIHO Ha POJAUTENIUTE, HACTOMHUIIUTE, TONICUUTEIIUTE
WU JPYTHUTE JIWIA, IPU KOWTO JIETETO € HACTaHEHO, TOraBa KoraTo € Omiia nmpeanpuera MspKa
3a 3aKpuiia Mo OTHOIIEHHE Ha Hero. OTYUTAKK TpyJoBaTa aHTAXKUPAHOCT HA POJUTEINTE, B
HSKOW OT CIIyYauTe W TPYJHOCTUTE, KOUTO M3MUTBAT B OTTJICKIAHETO W BBH3MHUTAHHETO Ha
JIETETO, B OCHOBOIOJIAralivsl MEXIyHApOIEH aKT 3a mpaBara Ha aeTeTo KoHBEHLMsATa Ha
OOH 3a mpaBara Ha I€TETO, KAaKTO W B pPeAWlla HOPMATHBHU aKTOBE OT HAIIMOHAIHOTO HU
3aKOHOJATENICTBO, € TIOCOYCHO KaK OOIINeCTBOTO, COIMATHUTE H O0O0pa30BaTEIIHUTE
WHCTUTYIIUH, U JbpKaBaTa W3MBJIHIBAT TE3W CBOM OTTOBOPHOCTH 3a OKa3BaHE Ha aJIeKBaTHA
MOAKpeNna Ha CEMEHCTBOTO, 3a 3aKpWiia Ha JETEeTO W 3a 3allUTa Ha HEroBUTE IpaBa U
WHTEPECH.

CorinacHo Konenuusta na OOH 3a mnpaBara Ha [eTeTo, POAUTEIUTE HMaT
IIBPBOCTENICHHA OTTOBOPHOCT 3a OCUTYpSBAaHE BHCIIMTE WHTEPECH Ha JCTETO Ja Obaar
I'BPBOCTENIEHHO CchoOpakeHue. PoxaurenuTe wim, cropes ciiydas, 3aKOHHUTE HACTOWHHIIH,
MONEYUTEIM WIM JPYrH JIMIA, MPU KOUTO JETETO € HACTaHEHO, HOCAT OTTOBOPHOCT 3a
OTIJICK/IAHETO U PA3BUTUETO HA JIETETO.

JBpprxaBara, upe3 HEHHUTE OpraHu, TPsAOBa Ja MpeaIprueMe OAXOAAIIN CTHIIKH, 3a Ja
MOAKPENU POAUTENNUTE MPU U3ITBIHEHUETO HA TEXHUTE OTTOBOPHOCTH. AKO HSIKOU POAUTENN
HE MOTaT WM C€ 3aTpyAHSIBaT, TO B TE€3W CIIy4yal CE€ HAMECBAaT OTTOBOPHUTE IbpKAaBHU
MHCTUTYIIMH, 32 Ja OCUTYpST CIa3BaHETO Ha IMpaBaTa Ha JETETO MU 3aJ0BOJISIBAHETO Ha
HETOBUTE HYXXIHU. 3aIbJDKCHHE Ha JbpKaBaTa € OCUTYPSIBAHE Pa3BUTHETO HA WHCTUTYIIUH,
3aBeleHUsT W YCIyrH. B Ta3u Bpb3ka poyiTa Ha OOpa30BATEIHUTE WMHCTUTYIIHMH €
M3KJITIOYUTETHO BaXKHA M KJIFOYOBA. 1€ MOTar Ja JAOMpHHEcaT 3a 00y4YEeHHUETO U MPEBEHIUATA
Ha PUCKOBETE HE CaMO Ha JIellaTa, HO U Ha POJUTENIMUTE, KaTO MO TO3U HAaYMH MOTaT Jia UMar
JIBOMHA TI0JI13a 3a Jienara. B Ta3u mocoka HACTOSAIIMTE MpaBuia, JaBaT OCHOBHH IO3HAHUS 3a
OMAacCHOCTUTE, KOUTO KpHE BHUPTYAIHOTO IMPOCTPAHCTBO C II€JI OCUTYPSIBAHE 3aKpuiiaTa Ha
JIETETO OT BPEAHM 3a HEro nH(opMaIys, MaTepruaii i KOHTaKTH.




OcHOBHHTEe MPHHIMIM 3a paboTa B KOMIIOThPHATA MpekKa B JETCKAa TpajdHa U
YYWJINLLE U B UHTEPHET Ca!

1. PaBeH 10CTHII HA BCHYKH JICHA ¥ YUCHHIIH;]

2. 3ammra Ha Jerara ¥ yIeHUIIUTE OT BPEIHO WM HE3aKOHHO ChABPKaHUE U
uHbopMaIHs KaTo. caMOHapaHsIBaHe, ThPTOBHs C HAPKOTHIIM, Xa3apT, MpoIaraHaupaHe Ha
BpEIIHU M OTIACHHM HABUIU U JACUCTBUS KAaTO aHOPEKCHs, OyauMus, mopHorpadusi, TolIeprupaHe
Ha pa3nnyHu (OpPMH Ha HACHIIKE, MPOIOBSIBAHE HA TEPOPH3BM, €THHYECKA M PEITUTHO3HA
HETOJIEPAHTHOCT, CAMOYOHUICTBO U Jp.;

3. 3aunTaHe ¥ 3al[UTa Ha JTUYHATA HEPUKOCHOBEHOCT;

4. TloarotoBKa U KOHTPOJ Ha JelaTa U YUCHUIIUTE 3a 0€301MacHO ¥ OTTOBOPHO
IOBEICHUE OHJIANH,

5. ChTpyIHHUYECTBO B JyX Ha TOJEPAHTHOCT M JOOPOHAMEPEHOCT MEXKIY JeTcKara

rpajnHa/y4uInIIeTo U pOAUTEINTe/HaCTOWHUIIHTE.

KommThpHaTta Mpexka B JeTCKa TpaJdHa ¥ YYWIHIIE C€ U3IO0JI3Ba B
MeJarornYecKUTe CUTYallMi U y4eOHHM 4acoBe caMo 3a oOpasoBaTenHu nenu. L[smara mpexa
oOxBala KOMITIOTPUTE, CBBbpP3aHU C KaOenHH u/uian O€3KWYHM BPB3KH, CHUTYHpPaHH B
KOMITIOTHPHHUTE KaOWHETH, 000pYABaHU KJIIACHU CTaWl M aJMUHUCTPATUBHUTE IMOMEIICHUS Ha
oOpa3oBaTresHaTa HMHCTHTYIUS, KAKTO U ycTpoiicTBara (MepCoHATHN cMapTHOHH, JANTONH U
TabseTH) ¢ 0E3KUUCH JOCTHIT JO HHTCPHET.

Jenara U y4YeHHI[UTE UMAT TIPABO Ha!

1. PageH mocThIl 0 Mpexara Ha 00pa3oBaTeIHATa MHCTHTYINSA, C U3KIIIOUCHHE Ha
KOMITIOTPUTE B A IMUHUCTPATUBHUTE MIOMEIICHHUS.

2. Pabora ¢ ycTpoiictBara (KOMIIIOTPH, JIAIITOIH U Ta0JIETH) B MpeXKara C
MOJIKperaTa Ha MeJarornuecky CreHaiucT.

3. OOyuenue 3a 6€30MacHO U OTTOBOPHO IMOBE/ICHNE B MpekaTa Ha oOpa3oBaTeHaTa
WHCTUTYIUS U B HHTEPHET.

4. MWudopmarnus 3a mpaBuiaTa 3a pabota B MpeKara.

5. CurypHa nudpoBa cpena B JeTcKaTa rpajiiHa U yUYWIAIIETO.

6. Ilon3BaHe Ha MOOMIIHUTE CH YCTPOMCTBA M3BBH yueOHHS mporiec (ITOYMBKaTa U
MEXy4JacHusTa), a TPy U3PUYHO YKa3aHWE HA YYUTEN — U B yd4eOHHUs vac/meqaroruueckara
CHUTYyalHs 32 IeTUTE Ha YIeOHHsI ITPOIIEC.

BAYKHO! IlpaBunara 3a 6e3onacHa paboTa B HHTEPHET, KOUTO JIellaTa U YUYCHUIIUTE
Cca 3aAbJDKCHHU a CIia3BaT, CC€ IIOCTaBsAT HA BUAHO MJICTO B 06pa30BaTeJ1HaTa I/IHCTI/ITYHI/IH,
KaKTO M B KOMITIOTHPHUTEC KaOWHETH, Taka W Ha caliTa Ha JAeTckara rpaauHa/yumnuiinero. B
HAa4YaJIOTO Ha yqe6HaTa rogHa 110 M[IoAaxXodsan] HaA4YWUH BCHYKM JI€0Aa U TCEXHUTC
POIUTETH/HACTOMHUIM/TIONICUNTEIM C€ 3alo3HaBaT C TAX. Ilemarosure MEPHOIHYHO
HAIIOMHJIT 34 TAX U 3a CI/IprHOCTTa B I/IHTepHeT B IIOAXO AN (bOpMI/I nu HeﬁHOCTH, B KOHUTO C€
BKJTIIOYBAT Jienata/yYCHUIIUTE U POJAUTEIINTE UM.

Yact |. OTroBopHOCTH HA PHLKOBOAUTENTE HA 00PA30BATEIHUTE HWHCTHTYIHH,
Ha npodecHoHATUCTHTE, padoTem ¢ AeHa U ¢ HHPOPMAIHOHHO-KOMYHHKAIMOHHHI
texHosorun (MKT)

JIMpeKTOpbT Ha JeTcKaTa rpaauHalyauInIeTo:
1. Opranusupa AeHHOCTTA [0 U3MBJIHEHUETO HAa TE3U MPABUJIA, U OCUTYPSIBA JOCTHI
70 KOMITIOTbpPHAaTa Mpexka, €PeKTUBEH U MOCTOSHEH KOHTPOJ, IJIAHHMPAHETO Ha MEPKH IO




OpraHu3aIysiTa 3a Cla3BaHe Ha MpaBWiiaTa 3a padoTaTa Ha Jeuarta ¥ yYeHULUTE B Mpexara u
3alUTa OT BPEJHO WM HE3aKOHHO ChAbPKaHUE B MHTEPHET.

2. OcurypsiBa Ipu TEXHHUYECKA Bb3MOXKHOCT IIPOCIIesiBaHe Ha Tpaduka,
OCBILECTBSIBAH Ype3 MpekaTa Ha 00pa3oBaTeIHaTa MHCTUTYLIMS.

3. [Ilpu koHCTaTHpaHe HA Cilyyal Ha KHOEPTOPMO3, HE3AaKOHHO ChABPKAHUE U
NOBEJICHHE B Mpekata Ha oOpa3oBaTelHaTa WHCTHTYIHS W/WIM B HHTEPHET YBEIOMsIBA
He3a0aBHO KoMmIleTeHTHUTe oprann — Jupekums ,CommanHo moamomarase, 1o
MecronpeOuBaBane Ha feteTo U ['maBHa mupeknus ,, bopda ¢ opranusupanara mpecTbIHOCT,
crienuanu3upanuar otrnen ,KubepnpecrsnHoct Ha MBP. B Te3u ciaydan oka3Ba HYXHOTO
ChICICTBUE HAa KOMIIETEHTHUTE OpraHM C LEeJ YCTaHOBABAaHE Ha W3BBPLIMTEIUTE H
IpeanpuemMa MEpKH 3a MPOTUBOJACHCTBUE U IPEMAaXBAaHE HAa CHOTBETHOTO ChIBPKAHUE OT
Mpexara Ha oOpa3zoBaTesHaTa MHCTUTYLMs. Moxke Ja ojyyaBa U KOHCYJITAHTCKa ITOMOILl OT
Hanmonanuus nenTsp 3a 0e30maceH HHTEPHET.

4. OpraHusupa B HAYaJIOTO HA BCsIKa yyeOHa roJlMHa 3alo3HaBaHe Ha Jienara u
YYCHHUIIUTE ¥ POAMTEIUTE/HACTOWHUIIMTE C TpaBmiarTa 3a Oe3onacHa pabora B Mpexara.

5. OcurypsiBa OTTOBOPHO JIHIIEe (CITY)KUTEI WM HACT BHHILCH CIICIIMAIUCT), KOSTO 1a
U3ITBJIHABA (PYHKIIMUTE HA CUCTEMEH aJIMUHUCTPATOP.

YunTeanre, negarornyecKuTe CrenuaTucTH U PbKOBOIUTEIHUTE N0 HANIPABJIeHHE
HUKT ca nupxeu aa.

1. PazscHsBat npaBuiaTa 3a 0€30MacHO U OTTOBOPHO MOBeIeHUE Ipu paboTa B
MpeskaTa Ha 0Opa3oBaTeIHaTa MHCTUTYIUS U B UHTEPHET.

2. OcplecTBABaT NOCTOSHHO HAOIOICHNE H KOHTPOJ BbpXY paboTara Ha Jenara u
YUEHHULIUTE B MpexaTa Ha o0pa3zoBaTeliHaTa HHCTUTYIIHS B y4eOHO BpeMe.

3. IlpennpuemMar He3a0aBHU MEPKH 3a MPEYCTAHOBSIBAHE HA JOCTHIIA HA JleraTa U
YUEHHULUTE 10 HE3aKOHHO U BPEIHO ChIbPKAHUE B MpexKaTa.

4. VYBenomsBaT He3a0aBHO AUPEKTOPA HA JIETCKATa IpaJnHa/yqHIIUIIETO MPH
HapyllaBaHe Ha MpaBuUiiaTa, cliydau Ha KUOEPTOPMO3 WM MPU YCTAHOBSBAHE HA HE3aKOHHO U
BPE/IHO ChIIbPKAaHUE WM TIOBEJICHUE B MpeXkaTa.

5. OkazBar nmogkpena Ha Jiella U YIeHHUIH — 00CKT Ha KuOepTOpMO3, Upe3
I'bPBOHAYANIHA TICUXOJIOTUYECKA IMOAKPENna OT YYWJIHIIHUS IICUXOJOT, 4Ype3 pasroBOp OT
CTpaHa Ha MeJaror B IeTCKaTa rpajiiHa 3a CHUKaBaHe Ha HAIIPEKEHUETO Y JIETETO.

6. Curnanusupar npu HeooxoaumocT Jupekius ,, ConpanHo nmoamoMarane” mo
MECTOXKMBEECHE Ha JeTeTO/ydeHHWKa C IIeJ OICHSBaHE Ha HYXIaTa OT HAcOYBaHE KbM
COLIMAJTHY YCJIYTH 32 OKa3BaHE Ha MOCIEABAIla MOAKpera.

CucTeMHUSIT aAMHUHUCTPATOP (CIyXXHUTET B 00pa3oBaTeIHaTa HHCTUTYIIHUS WU HACT
BBHIIICH CITCI[HAITUCT):

1. OcurypsBa obuiara 6€30MacHOCT U (PYHKIIMOHATHOCT HAa MpeXkara.

2. Ilpeanara u mpuiara MepKu, OrpaHuyaBallly JOCThIA HA JelaTa U yYeHUIUTE 10
BPEJHO WJIM HE3aKOHHO CBhIbp)KAHUE U TOBEJACHHE B HMHTEPHET B CBHOTBETCTBHE C
JIEHCTBAIIOTO 3aKOHOIATEICTBO Ha Penmybnuka brarapusi.

3. H3BwpiiBa nmeproudeH Iperie]] Ha KOMIIOThbpHATa Mpeka Ha oOpa3oBareHaTa
MHCTUTYIUS 32 HAJIWYUE HAa BB3MOXHM 3allJlaXd U PUCKOBE 3a CUTYpPHOCTTAa Ha Jelara u
YVYEHUIIUTE TpU paboTa B UHTEPHET.

4. Crnenu Tpaduka, OCHIIECTBIBAH Ype3 KOMITIOThPHATa Mpeka Ha oOpa3oBaTeHaTa
WHCTUTYITHS.

5. Ilpeanpuema HezabaBHU MEPKHU 3a MPEYCTAaHOBSIBAHE HA JOCThIIA HA Je1aTa u
YVUCHHUIIUTE 10 HE3aKOHHO U BPEIHO ChIbPIKAHUE B MpEXKaTa.

6. VYBenomsiBa He3abaBHO TUPEKTOPA HA JETCKATa IpaiHa/yUHIHIIETO MPH CIydan
Ha KuOepTopMoO3, HapyllaBaHE HA MpaBWJaTa WIM TPU YCTAHOBSBAHE HA HE3aKOHHO
ChJIbpKaHUE WM NIOBEJIEHUE B MpexkKaTa.



7. CwsppeiicTBa 32 YCTaHOBSIBAaHE HA U3BBPIIMTENN HAa KHOEPTOPMO3 U IpUiIara MEpKu
3a OrpaHMYaBAHE HA TAKUBA CIy4au.

Yacr |I. TIpaBa u 0TrOBOPHOCTH HA POIUTETHTE

Poaurtesaunrte nmart npaso aa:

1. TMomydaBar nH(hOpMaLIKS 32 PUCKOBETE U 3aILIaXHUTE 32 OE30MACHOCTTA Ha
TEXHHUTE Jiela Ipu paboTa B MHTEPHET B JETCKATa TPaiHa/yIHIHIIETO U BKBIIH.

2. bwppaar cBoeBpeMeHHO HHPOPMHUPAHH, aKO JIETETO UM € 00EKT Ha KHOepTOpMO3 B
JeTCKaTa TparHa/yIHIHIIeTO.

3. VYuacTBaT ChbBMECTHO C PBKOBOJCTBOTO Ha 00pa3oBaTeIHaTa HHCTUTYIUS IPH
paspelliaBaHe Ha BCEKH KOHKPETEH Ipo0iieM, CBbp3aH C HapylllaBaHe Ha MpaBuUiiaTa OT CTpaHa
Ha TEXHUTE Jiela.

4. VYwuyacTBaT ChC CBOM MPEAJIOKEHUS B ONPECIIIHETO Ha IpaBUiaTa U MEPKUTE 3a
0e301acHO M3II0JI3BaHE HA MHTEPHET B IETCKaTa rpaiuHal yuuIUILETO.

5. Tlonyuar uadopmanms 3a HHOOPMAITMOHHO-CUTHATN3AIMOHHH TIIIaTHOPMH KaTO
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

PoauTtesnmTe HOCAT OTTOBOPHOCT Ja:

1. TlomorHar Ha IE€TETO CH Ja U3rPajy YMEHHUs 3a OHJIAlH o0IIyBaHe U 0€301acHO
M3I0JI3BaHE Ha MHTEPHET.

2. OcpliecTBABAT NOCTOSHEH KOHTPOJI 32 CUTYPHOCTTA Ha JIETETO CU B MHTEPHET.

3. [IlposBsABaT MHTEpEC KbM aKTHBHOCTTA Ha JIETETO CH B MpEXarta, BKIIOUYNTEITHO U
Ch3/1aBAaHETO HAa NPOPWIM B COIMATHH MpPEKH M PETHCTpAllMd B CaWTOBE M MOOWIIHH
NPWIOXKEHHs, KakTO W Ja passiCHAT TIIOCJIEICTBHATA OT  Ch3JaBaHETO  W/WiN
Pa3npOCTPAHEHUETO Ha ONPEIEICHO ChAbPKAHHE.

4. Tlpm ycraHOBSIBaHE, 4€ JETETO MM € KepTBa Ha KHOEPTOPMO3, 1a CHTHAJIM3HUPAT Ha
oraen ,Kubepnpecrsnnoct” kbpM [ maBHa qupekuus ,, bopba ¢ opranusupanaTa npecTbnHoOCT”
(http://www.cybercrime.ba/bg), wmu Ilentnpa 3a Oe3omacex HHTEPHET
(https://www.safenet.bg/kakto u moraT na moTepcsT chiaeiictBue ot Jupekuus ,, CorpanHo
noJromMarane” 1mo MeCTOXXHMBECHE Ha JICTETO C IIeJl OKa3BaHEe Ha MCHXOJOTHYecKa IOJKperna
Ha jerero. B To3W choywail TpsGBa ma YBEAOMSTS M JMPEKTOpa Ha 0Opa3oBaTENHATA
MHCTUTYIIHS.

5. CexpansBar 31paBeTo Ha IETETO, KaTo MPOCIEIBAaT BPEMETO 3a U3IOJI3BaHE Ha
UHTEPHET.

6. VYBemomsT qupekTopa Ha 00pa3oBaTeNHATa HHCTUTYLUS, KOTaTO UM CTaHe
M3BECTHO, Y€ JIETETO UM € OOCKT Ha TOPMO3 OT JPYro JeTe, ¢ KOETO € B €IHO W CBHIIO
YUUITHUILE.

Yacr Ill. O6mm npaBuia 3a 0e3omacHo oOuUIyBaHe B HMHTEPHET 3a Jelara W
yuyeHuure (aJanTHPaHH 32 THAX)

Karo nmere m ydyeHMK CBbM [UITBKEH Ja CIla3BaM CIIEIHUTE TNpaBwia. AKO ce

1 Or crpana Ha oGpasoBaTe/HATA HHCTUTYLHS CIIE/BA A OBAAT MPEANPHETH HEOOXOMMMHTE ICHCTBHS POXHTEIIATE
JIa ObaT 3aMo3HATH C TEXHUTE TpaBa M OTTOBOPHOCTH M C MpaBuiara 3a Oe3onacHa paboTa B MHTEPHET, KOWUTO
JleraTa u yYeHHIUTe ca 3aIbJDKEHH J1a Crla3BaT

2 Y BeIOMSIBAHETO MOYXKeE /1 ObJe B YCTHA WTH ITCMeHa opMa, KaTo 3a MPeNOYHTaHe ¢ MICMEHATa TAKaBa.



3aTpyAHsBaM B TSXHOTO pa3z0upaHe, Mora Jia Mmojryda MOJKperna OT POAUTEI WIK OT YYUTEN, 3a
1a MU ObIaT OOSICHEHU:

1. [a =e naBam InyHa HHQOPMAIHS: UME, aAPEC, MapoJia OT ICKTPOHHA IOIIIa,
npodua B COlMaNHA MpeXa, JHMYeH TeaeOHEH HOMep, JeTckKara rpajuHa/yduiIHieTo, B
KOETO yya.

2. Jla He naBam nH(pOpPMAIHS 32 MECTOpadoTaTa WM JUYCH U CITy)kKeOeH TernedoHeH
HOMEp Ha POJUTENUTE, HACTOMHUIIUTE, OJU3KUTE, IPUATEIUTE, ChYUCHUIIUTE U MO3HATUTE CH
0€3 TAXHO pa3pelieHue.

3. /[la He u3mparaM M J1a He Ka4yBaM OHJIAIiH CBOM CHUMKH M BHJea, 0e3 IpeIu ToBa
na € 00CBHICHO U B3€TO PEIICHHUE C POAUTETUTE MHU.

4. ]Jla He W3mpaliam M J1a He KauBaM OHJIAH CHUMKH U BUJIea Ha TIPUSITEIH,
CbYYEHMIIH, POJHUHH, YUUTEH, OJIU3KH, TO3HATH U Jp., 6€3 mpeau ToBa Ja € 00ChIEHO C THX,
a B ClIy4yaWmTe, KOraTo ce Kacae 3a MO INPHATEIH, CbYYEHHIIH, Ja € ChIVIACYBaHO OT TAXHA
CTpaHa U C POJUTEIIUTE UM.

5. Jla He oTroBapsiM U 1a HE OTBApSIM MPUKaYeHH (PailyioBe HA €ICKTPOHHA TOIIIa,
MoJlyueHa OT HEMO3HaT mojaTen. TS MoXe Ja ChabpXa BUPYC WIM Jpyra 3JI0BpelHa
nporpama, KOosiTo J1a yBpeIu KomIoTbpa/TenedoHa/TadiieTa Wi 1a ro HalpaBH YsS3BHM 3a
BBHIICH JIOCTHII.

6. Ille ce mochBeTBaM C pOIUTEIHUTE CU/YyIHUTEN, TPEIH @ CBAJIS HIIM HHCTAIUPAM
HOBa Mporpama/puiIoKeHHe Ha KOMITIOTBP, TeleoH, TabIeT, KakTo U HEe TIPaBsi HUIIO, KOETO
MOJE Ja yBpeIu KOMIIOThpPA WM Upe3 AaJeHO NEHCTBHE Jla ce Pa3KpUAT JaHHM 3a MEH U
CEMEHCTBOTO MH.

7. Hemara, KOUTO MpaBs B UHTEPHET, HE TPSOBA J1a BPEIAT Ha IPYTH XOpa WK Ja
NPOTHUBOpEYAT HA YCTAHOBEHUTE MpaBmiIa (4acT OT TAX ca yPEICHU B 3aKOHH).

8. 3BecTHO MU €, 4ye € 3a0paHeHo J1a ce U3I0JI3BA UYKI0 MOTPEOUTENICKO UME,
napoJja U eJIeKTpOHHa MoMIa.

9. Jla He nuILa U Ja HE KaYBaM HUILO, KOETO MOXKE Ja € OOMIHO WM YHU3UTEIHO 3a
MEH WIH 3a IPYTH Xopa.

10. He3abaBHO nH(pOpMUpam Bb3pacTeH (POAUTEIN, YIUTEN, JTUPEKTOP,
MeIarOTHYECKH ChBETHHK), KOTaTO MOMaHa Ha MaTepHaik, KOUTO ME Kapar Jia ce YyBCTBaM
HEYJ00HO WJIM Ha MaTepHalid C BPEIHO WJIM HE3aKOHHO ChIbpXKaHHE, KOETO MOXe J1a Obje
nopHorpadusi, MPOMOBAABAHE HAa HACUIUE U TEPOPU3bM, ETHHYECKa M PEITUTrHO3HA
HETOJIEPAHTHOCT, ThPTOBHSI C HAPKOTHIIU, Xa3apT U JIp.

11. Jla He oTroBapsiM Ha CHOOIIEHHUS, KOUTO ca OOWIHU, 3aIJIAIIUTEIIHHA, HETPUITHIHHA
WIM Me KapaT Ja ce 4YyBcTBaM HeyaoOHo. MHdbopmupam poauTenuTe Cu/KiIacHHs
PBHKOBOJIUTEIN, YYUTEI, AUPEKTOP, NEAATOTUYECKH ChbBETHUK 3a TAaKHBa ChOOLICHUS.

12. Axo HsKOI Me 00MXJa WJIM TOPMO3H OHJIAMH, He oTroBapsM. Jlokiaasam ro Ha
OTrOBOPEH Bb3pacTeH (POJHMTEN, YUUTEN, AUPEKTOP, MEAarornueckKu ChBETHUK). Mora u cam
Ja JOKJaaBaM, Karo ToJaM CHTHaJl Ha caMus CalT WIM Ha TOCOYCHHUTE aJpecu:
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenetibgo 6ioxkupam. foOpe ¢ na Hampass
BeJIHAra €KpaHHAa CHUMKA (CKPUUHIIOT) HAa CHOTBETHHSI Pa3rOBOp WM ChAbPIKAHUE KaTO
SNIEKTPOHHO JI0Ka3aTeJCTBO, KOETO IMpeJaBaM Ha OTTOBOPEH BB3PACTCH (POIUTEN, y4HTEl,
JMPEKTOP, MEAArOrNIeCKH ChBETHHUK).

13. Buumanawm, koraro pasroBapsM B uaT. [lomus mpaBuio Nel: ue xopaTa oHIaH He
BHUHAru ca Te3H, 3a KOMTO C€ MPEJCTaBAT M MOraT Ja ThPCAT onpeiesieHa MHpopMmaius, ¢
KOSITO J]a 3JI0ynoTpeOsAT ¢ MEH WM ¢ apyrute xopa. IlpaBuno Ne2 e ue He mpaBs HUIIO Ha
JpyT 4YOBEK B MpexaTa, KOeTO He UCKaM J1a MU CE CIIyYd U Ha MEH.

14. Axo ce cnyuu fa romnajgHa Ha HH(GOpPMaLUs WU IpYTro chabpikaHue B Mpexara,
KOETO HE MU XapecBa WJIM M€ IUIallM MO HSKAaKbB HA4WH, MOra Ja IoJaM CHUTHal Ha
NeHoHoIHaTa U Oe3ruiatHa Hanmonannara tenedonna nuaus 3a gema 116 111,Ha otaen
» Kuoepnpecrsinuoct” na I'JIBOIT (http://www.cybercrime.bg/bghya [{entspa 3a 6e3onacen




MHTEpHET Ha ajapec: www.safenet.bgunu Ha Texnus tenedon 124 123 pnm npe3 yaT-Moysia
Ha Www.safenet.bg .

15. TpsabBa na He mpUeMaM CpEILH C JIMIA, C KOUTO ChbM CE 3all03Ha/a B HHTEPHET,
OCBEH CJIe]l ChITIACHETO Ha poauTenute MU. [IoMHs, 4e XopaTa, ¢ KOWTO CE€ 3alo3HaBaMm
OHJIal{H, HE BUHArW ca Te3H, 32 KOUTO ce mpeacTaBaT. ONUTBaM ce BUHATU Jla MPOBEPSIBaM
JaJTi 9YOBEKBT OTCpela HAMCTUHA € TO3H, 33 KOTOTO C€ MPEICTaBsl 4pe3 MpoBepKa MO HMeE,
UMEJI, CHUMKa M KOHTPOJIEH BBIIPOC, Ha KOWTO OM TpsiOBajo na 3Hae OTrOBOpa, aKo €
HaucTHUHA TO3U. [Ipu ChMHEHHUE MOXKE J]a TIOaM CUTHAJ WU J1a TOThPCS ChBET Mpe3 caidTa Ha
Ilentnpa 3a 6e30macen nHTepHET WWW.Safenet.bg.

16. M3non3Bam HacTpolKHTE 3a 0€30MACHOCT U 3alllUTaTa Ha JIMYHUTE JaHHU Ha
COILIMAITHUTE MPEXKH, MOOMITHUTE PUIIOKEHHS U Opay3bpuTe.

17. Vznon3Bam GyHKIMATA 32 Oe30macHo chpdupane. /la He mocemaam cailToBe B
MHTEPHET, KOUTO Ca ChC ChbPIKAHNE, HEMOIXOASIIIO 32 IETCKA Ay AUTOPHSL.

18. M3mnon3BaM TpyaHH (IBJITH, ¢ TIABHH U MAJIKK OYKBH, [IU(PH U CHICIIHATHA
3HAIM) U PA3JIMYHH 32 BCEKU CaUT MapOIIH.

19. M3non3Bam aHTHBUPYCHA MPOTpamMa, KOSTO Clie/IBa PEAOBHO JIe c€ OOHOBSBA.
3aeIHO C OTTOBOPHUTE BB3PACTHU (POAMTEN, YUHUTEN, TUPEKTOP), MOIABPKAM TOCIEIHUTE
aKTyaJIM3UpaHU BEPCHH Ha BCHYKH MPOTPaMU U PUIIOKCHUS.

20. Ako mo3BaM OOIIM KOMITIOTPH, BUHATH MPOBEPSIBAM Al ChbM U3JIS3bI1/H31s311a
oT npodwuia cH, clie]] KaTo CBLPIIM Yaca. B ciydaii, ye Hameps: yCTPOMCTBO, HA KOETO IPYT
yUeHHK € padoTui, HO He € 3aTBOPHJI mpoduia cu, BegHara me u3isza 06e3 Ja mperiexaam,
MIPOMEHSM WM 100aBsAM HH(popManus B mpoduiia my.

21. TpsabBa na UMaM MpEABUT, Y€ KOraTo MyOJIMKyBaM HEBsIpHA M M30MaueHa
nHpOpMAIHS 32 IPYT YOBEK, TOPH C sICHATa MHCHII, Y€ TOBA € IIeTa, TOBA MOXKE J1a JIOBEIC 110
370ynOTpeda U 10 HEMPUATHU NMPEKUBIABAHUS 32 TO3U YOBEK.

CBbBETMU 3A 3IPABETO

3a 1a paboTuTe Ha KOMIIIOTHP, O€3 1a YBpPEIUTE CBOETO 3/IpaBe, peAyBail BpEMETO CH B
OHJIAMH U o(IaliH cpesa, KaTo Cra3BaiTe CIEAHNUTE MPaBHIA!

3A JJA HE YBPEJJUTE 3PEHUETO CH:

3a 1a He yBpeauTe 3pEHNETO CHU:
Pa3CTOSHUETO MEX/1y OUUTE M MOHUTOpA TPsiOBa Aa ObJIe OKOJIO MOJIOBHH METHD;

Pa3CTOSIHUETO MEXy OUMUTE U KIaBUaTypara Ja Obje OKOJIO MOJIOBUH METhHP;
BBPXY MOHUTOpA HE TPsIOBa Ja momaja mnpsika cIbHYeBa CBETJINHA,
He paboTH B CTast, KbAECTO HMa CMECEHA CBETJINHA — CIbHUEBA U U3KYCTBEHA,

BPEJIHO 33 OYHUTE €, aKO 3aJ]] MOHUTOpA JIa UMa Mpo30pell 0e3 IOPH U 3aBeCH;

A N NN

3a Ja OTIOYMBAT OYHUTE, OT BpPEME HAa BpEME OTMECTBAWTE IoOrjiefa OT MOHHMTOpa H
MOTJIeXK /1Al TIpe3 Mpo30pela Wik KbM Hail-laleyHust Kpail Ha cTasTa BbpXY JaJIedeH OOCKT;

v/ eIMH IIBT B TOJMHATA TIPOBEPSBAii 3DEHUETO CU MPU OYEH Jiekap (ogranimoior).

IIpu padora ¢ kI1aBuarypara:
v’ He nperbBail KUTKAaTa, KOraTto MHIIELI;



v/ CcrbBaii JICKO MPHCTUTE HA PhKAaTa U OTIYCKAil majena,;

v 100pe € 1a M3Mo3Bal| KJaBUaTypa ¢ KJIaBUILIU, KOUTO Ca MO JEK HAKIIOH.

IIpu padora ¢ MUIIKA:

v MUIIIKaTa TPsIOBa 1a ObJIe C pa3Mepa Ha JUIaHTa,

4 HE JIBFDKY MUIIKaTa caMo € Tajerna U MaJIKus IphCT,;

v [IOJI3BaM IOIXOISAIA MOJI0MKKA 32 MUIIIKATA.

Mebeanre

4 CTONBT TpsiOBa Ja ObJC Ha KOJENIa, C peryJupyeMa BHCOYMHA Ha CeJajkara H

oluerankara, KOsITO TpsAOBa JJa OCUTypH Onopa Ha rpbOHaYHUS CTHJIO B 00JacTTa HAa KPBCTA,;

v 010poTO TpsIOBa Aa OBJE CTAOMIIHO M YCTOMYMBO HA BUOpAIIUH.

CXEMA 3A YBEJIOMSIBAHE B CJ1YYAH HA KUBEPTOPMO?3

CucreMeH aAMUHUCTPATOP
(CJ'Iy)KI/ITe.H WJIN BbHIICH
CIIEIIHAIIHCT)

Yuuren, Bp3MUTATEN,
PBKOBOJIUTEN
Hanpasienue UKT,
JIUPEKTOP, MEIarornYeCcKu

Hupektop
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KPATBHBK PEYHUK U JOITBJIHUTEJIHHU CHbBETU:

KAUYBAHE U CIIOJAEJISAHE HA CHUMKMU — CHUMKHU WK BUIEO HA JETE, YUCHHUK,
pPOIMTEN, YUUTEN, AUPEKTOP, MCUXOJIOT, PECYpCeH YduTelsl, ONM3KH, NPUATENN, NO3HATHU WU
HETO3HATH JIMIA ca MMYOJUYHO JOCTHIIHU W300paKEHUSI B MHTEPHET, KOUTO MOTAT Jla ca KaueHH
OT POOUTEIINTE WIN APYTU WICHOBE HA CEMEHCTBOTO, NMPUATENIN, CbYYEHULIN U Ip. Te3u, KOUTo
ca TW CIOJENWIN/Kauiiid B MHTEPHET, MOXKE JIa MMaT U3LSUI0 JOOPH HAMEpeHUs] KbM Hero/Hesl.
Koraro ce kacae 3a CHUMKH, Ha KOUTO HE CT€ aBTOp, ChILIMTE HE MOrar Ja ObAaT MOJ3BaHU U
NOMyNsipU3UpaHu 0e3 ChIVIACHEeTO Ha TexHUs aBTop. Ho TakoBa cChIbp)KaHUE MOXE Ja
HaKbpHABA JINYHOCTTA M JOCTOMHCTBOTO HA JMILETO. [[penopbunuTenHO € M0 HUKAKBB MOBOX Ad
HE C€ KayBaT CHUMKM Ha JETe, 3a KOMTO MMa U HAW-MaJIKOTO CbMHEHHE, 4€ MOrar Ja My
HaBpeIsaT U Oe3 HeroBo cbriacue. CHOAEISIHETO Ha CHUMKHU € 4YEeCTO CpEIaHO SIBJICHHUE B
COILIMAJIHUTE MPEXH, 3aTOBa OCHOBHA MpENOpbKa € MOJA0OHM CHUMKH Ja CE CHOJENSAT caMo C
XOpara OT CIHMChKA C MPHUATEIN Ha 4OBEKa, KOWTO MCKa /1a Kaud CHUMKaTa, U oule Mmo-10ope —
caMo C rpynara Ha Hai-OJIM3KH MPHUATEIH OT peayiHus )KUBOT. BaXkHO e, KOraTo ce CHHMa ChC
CMapT(QOH, J1a ce yBEpUTE, Y€ CHUMKHTE HE C€ KauBaT aBTOMaTHUYHO B MpoQuiIa Ha POAUTEINS WIH
neTeTo B caiitoBe kato MHcTarpam Hanpumep. B npodunure cu B connanHuTe Mpexxu TpsOBa 1a
CT€ CUT'YpHH, Y€ CT€ HACTPOMJMU JOCTBIIA 1O CHUMKHTE CH TakKa, Y€ Ja CE BIDKIAT CaMO OT
npuarenure Bu. CpIIOTO ce OTHAacs M 3a HACTPOMKHUTE HA OOJAayHH YCIYyTH, B KOWUTO Ce
ChIBPKAT CHUMKH U UHPOpMAIU.

DAJIIIIMBU HOBUHMU — Co3natenute Ha GaIlIMBA HOBUHU U3MOI3BAT TPAAUIIMOHHU
MeﬂHﬁHH II0OXBaTu 3a anBquaHe BHUMAHUCTO Ha 4YHUTATCIIA, HaHpI/IMep HpOBOKI/IpaH_II/I
3arjaBus, HO YCISIBAT J1a r0 3a0Jy[IAT W J1a TO HakapaT Ja MOBsApBa, ye MHPOPMALHITA, KOSTO
YyeTe, € HICTHHCKA.

Kak na pa3no3Haem (pajmimmBUTe HOBHHM:

* [lpaBere paznuka MKy XyMOPUCTUYHHU U CEPUO3HU HOBUHAPCKHU CAUTOBE. 3alIUTANUTE CE —
Mo3HaBaTe JIM MenusATa U uMare Ju U gosepue? IlpoBepere manmu 3arjaBuUETO, KOETO YECTO €
TPBMKO ¥ TIOMIIO3HO OTTOBAaps Ha ChIABPIKAHUETO Ha HOBUHATA;

* TlpoBepere manu )KypHaAJIUCTHT € IOCOUYMIT KOHKPETHO U3TOYHUKA HA HHPOPMAIIHS WU
uHpopmanuara ce Oazupa Ha Apyra crartus. [IpoBepere nanu OCHOBHHST H3TOYHHK Ha
uHpopmanusg € JoctoBepeH. Bunarm morniexxnaiite HayanoTo WM Kpas Ha CTaTHUATA, KBIETO
OOMKHOBEHO € TOCOYEH HM3TOYHMKBT Ha MH(popMamus. AKo ce Kacae 3a mHpopManus, KOsATO
MPOM3NIN3a OT Abp)KaBHA MHCTUTYLHMS, MpoBepeTe oduiMaiHaTa i cTpaHuna aanu ¢urypupa
Ta3u HOBHMHA WM MOTHPCETE EKCHEPT MO Temara OT AajeHaTa MHCTUTYLHs. AKO HE € MOCOYEH
W3TOYHHK, € PEIHO Jla Ce ChbMHSBATE B JIOCTOBEPHOCTTA HA HOBHHATA. B moBeyeTo AOCTOBEpHU
MaTepualM ce MOocoYBa HauMHA HA ChOMpaHe Ha MHGPOpMANMATAa M aBTOpa Ha MyOJIMKaIHsATA.
[IpemopbUUTENHO € 1a ce CpaBHU HHPOPMAIUATA, aKO € MMyOJIIMKYBaHa B PA3IMYHU H3TOYHUIIH,

* AKko momajJHeTe Ha CTaTHsl, MyOJIMKyBaHa B HETIO3HAT 3a Bac 0Jior, a uHpopManusTa He €
TUpakupaHa HUKBJE APYyraje, TOBa € 3HaK, 4Ye HOBUHATa MOxe Ou ¢ (ammmBa. Bunaru Tepcere
U JIpyTd pe3ylTaTd Mo TemMaTa, a aKko Te ca MajKo WIM HHUKakBH, M0-100pe He
pasnpocTpaHsBaiiTe HOBUHATA;

» TlpoBepere narara Ha MyOJIMKAIMTA, Thi KATO YECTO CTApPHU U HEAKTyaJIHU HOBUHHU C€
MycKaT KaTo HOBH.

OHJIAH (KMBEP)TOPMO3DbT mpejcTaBisiBa M3MOI3BAHETO HA HHTEPHET 3a
HaHACsIHE HAa €MOLMOHAJHA BpeJa BbpPXY APYIH Xopa. TOpMO3BT B MHTEPHET MOXKE Ja UMa
pazmuuan popmu. Toil MOKe Ja MHHABa Tpe3 PaslpOCTPaHsABAHE HA TOJUTPABATCIIHH H
OOMTHM CHUMKH U BHJICOKJIMIIOBE B CAlTOBE 3a CIIOJIENITHE Ha BUICOChIbpkaHue kato VDOX7



u YouTube,cp3naBane Ha ¢ammuuBu OpoQHUIH ¢ OOMIHO ChIbPKAHHE B COIMATHU MPEKH
karo Ask.fm, deiicOyk u MHCTarpam, KakTo U B ChOOIICHHS M W300paKEHHUS B TPUIIOKEHUS
3a komyHukanus karo Ckain u BailObp, uinu B U3NpaliaHeTO HAa OOWIHU CHOOIICHUS U
KOMEHTapH, B CHIIUTE CAUTOBE U TUIATPOPMH.

KPAKBATA HA ITPO®WUJI (xakHaT nmpo¢u) mpeacTaBisBa MPUCBOSIBAHETO Ha
qy)KI TOTPEOUTENICKH MpOQHI B COIMaTHa Mpexa, miardpopma 3a oOuiyBaHe (Harmpumep
deiicOyK), eleKTpOHHA IMOIa Wiu apyr cait. KpaxOara craBa Bb3MOKHA Ype3 BIIM3aHE C
MpaBWJIHATA TapoJia M HEWHaTa MOAMSIHA C HOBa W HEHW3BECTHA 32 YOBEKAa, Ha KOTOTO
NMpUHAUICKH NpoduabT. BB3MOXKHO € ciex Kpaxkbara mpoduiabT Ja ce HW3MoJ3Ba 0Oe3
3HAHUETO W CHIIACHETO HAa MbPBOHAYAIHUS COOCTBEHUK. AKO Ha JIETE MO 3aIbKUTEITHATA
3a MOBEYETO COIMATHN MPEXH Bb3pacT oT 13 roxuHu (Ta3u BB3pacT € TakaBa, 3al[OTO I10-
rojsMaTa 4yacT OT TMOIYJISIPHU COLMATHA MPEXH Ca aMEPUKAHCKH U MTpaBUIIaTa 3a MOJI3BaHe ca
ChOOpa3eHr C aMEPUKAaHCKOTO 3aKOHOJATEIICTBO) C€ Ch3JaBa COOCTBEH MpOQHI BbHB
DeiicOyK, MHOTO € BaKHO MpHU M300pa Ha BB3pacT aa ce uzdepe nmon 18 rogunm, Thii KaTo 3a
HEIBJTHOJICTHUTE MOTPEOUTENTN MMa BaKHU JIOTTBITHUTEITHA 3aIlUTH.

KPAXKBATA HA JIMYHU JAHHM e BuJ KOMOIOTHPHO NPECTHIIEHUE, IPU KOETO
ce mpuaoOMBaT YyXIW JIMYHM JaHHU C Len (uHAHCOBAa M3MaMa WM 3J0ynoTrpeda KaTo
TerjieHe oT 0aHKOBa CMETKa, WM KaHIUAATCTBAHE 3a KPEIUT OT Uy>KA0 uMe. Ta3u omnacHoCT
10 TIPUHIIMIT HE 3acsra Mo-MaJKUTe JIela, KOUTO He MPUTEXKaBaT JUYHU JOKYMEHTH, OaHKOBU
CMETKH uiau KapTu. Ho mpu twitHelmkbpuTe Han 14ToauinHa BB3pacT TO3U PHCK CTaBa
aKTyaJeH.

OUIINHI' ATAKHUTE ca naii-pasnpoctpanenata ¢popma Ha MHTEepHET M3MaMa U
IIUPOKO HW3MOJI3BAaH TOXBAaT OT KOMIIOTHPHH MPECTBHIHUIMA 3a TMOJydaBaHE Ha Ba)KHA
unpopmanus. ToBa mpecTbiUicHHe ce Hapuya ,¢ummar’ (,phishing” — "sapubsBane”,
npousnusa ot fishing —pnu6o010B), 3aM10TO €IEKTPOHHUTE CHOOIICHHS, KOUTO CE pa3Mpallar,
ca Karo ,BBAUIM C OCHOBHA IeJl INOJIy4aTelIUTe Ja CE€ ,XBaHAT Ha TIX MOpaaud CBOATA
HEONMUTHOCT W HEOCBEJOMEHOCT, KaTro UM OTroBopsaT. Ilpm ¢QummHra wn3mamMHULIATE
pasmpainar eleKTpOHHA MOoINa, KOSTO MPETeHINpa, Y€ UABa OT TOYTeHa KOMITAaHUS U Ce
omUTBa Ja yOedaw TmojiydaTens Ja Jdajae BakHAa Ju4yHAa Wik (QuHaHCOBa WHGOpPMAIIHS.
EnekTpoHHOTO CHOOIIEHHE OOMKHOBEHO MOJH Ja CE€ W3MPATIT JIMYHU JaHHU U JaHHHU 32
0aHKOBa CMETKa B OTTOBOp WJIM Ja C€ BbBeIaT Ha yeOcalT, KbM KOWTO MMa Bpb3Ka. Te3u
JAHHY ca HAIIpUMEpP MOTPEOUTEIICKH UMEHA, TTApOJId U HOMEpa Ha KPEAUTHU KapTH.

KAK CE ITA3BAPYBA BE3OIIACHO B UHTEPHET? [lpenu na masapyBate ot
€JIEKTPOHEH Maras3uH, € IO0JIE3HO Ja OObpHETe BHUMaHME HAJIM4YHA JIM € MHpOopMauus 3a
uMmero, aapeca W TenedoHa Ha ThproBena. He mpomyckaidTe na TOpoBepuUTe U Jald
JOCTaBYMKBT € IOCOYMWJI M3PUYHO IPABOTO BM IO 3aKOH a ce OTKaXeTe OT MOpbuYKaTa B
pamkute Ha 14 nuu. Ilomesno Om Owiio na mpoderere BBB (OPYMUTE OT3UBH OT JPYrd
NoTpeOUTENHN, KOUTO BeYe ca Ma3apyBaji OT BBIIPOCHUS €JIEKTPOHEH Mara3uH, KbM KOWTO cTe
ce HacOUMJIU. THProBelbT € JUIbXKeH na Bu mHpopMHpa 32 OCHOBHHUTE XapaKTEPUCTHUKU Ha
BCSIKa OT NpeAjaraHuTe OT HEro CTOKM M yciyru. Toil TpgbBa 1a mocoun TSIXHaTa I€Ha C
BKJIFOUEHU BCUYKHU JAHBLU U TAKCH, KAKTO U CTOMHOCTTA Ha MOIIEHCKUTE WU TPAHCIIOPTHUTE
pasxoiM, ako He ce BKIIOUCHHU B KpaiiHarta 1ieHa. Ha calita crienBa ma Ob/ie MOCOUYEH HAUUHBT
Ha IUIall[aHe, JOCTaBKa M M3IbJIHEHUE HA JIOroBopa. Baie mpaBo € 1a BbpHETE, 3aKyleHaTa
OT €JIEKTPOHEH Mara3uH CTOKa, aKo ce OKaxe JedekTHa. PexnaManusaTa cu 3a 1eeKTHa CTOKa
clieiBa J1a MpeasBUTE B HAKOM OT OOCKTUTE HA THProBela, OT KOMTO CTe s 3aKymuiu. AKO
THProBeUbT YBaXKU pekiaManusTa Bu, B pamkuTe Ha Mecel TpsAOBa MM Ja PEMOHTHpaA
6e3maTHO 3a Bac cTokara niM Ja s 3aMeHH ¢ HOBa. B cirydaii 4e He ycree fa CTOpU €HO OT



ABCTC, CJICABA WJIM J1da HaMaJIM LICHATa, WJIW Ja BBPHCETC CTOKATa, a TOM Ja Bu BB3CTaHOBH
3ariaTcHaTa 3a Hesd CyMa.

SAIUTA HA KOMITIOTBPHUTE MPEKH OT OITACHA EJIEKTPOHHA IIOLIIA

1. He Tps6Ba na ce nposBsSiBa MHUIIMATHBA 32 MOJy4YaBaHe HA UMEI MUCMa, HHTEPHET
CTpaHMIIM, KOMTO Ipeyiarat 0e3IulaTHU WK TUIATEHNW YCIYTH U CTOKH, YECTO Mpeasaraiu aa
BU M3MpaTAT npomoluu o e-mail. OTkakere Takasa yciyra.

2. Nmelin ampechT ce crojens camo npu Hyxaa. Korato ce mpemaBa mo eauH WA
JpyT MOBOJ, CE€ BHUMAaBa 3a CJIEIHUTE JBE HEILA. I'bPBO JAJIM OpraHU3alusATa WIA YOBEKbT,
KOHUTO IO IOJYy4aBar, Ill€ BU M3IPATH HEXKENaH HMEII; BTOPO, MOXKE JIM Jja Ce€ pa3uuTa, ue
UMEI aipechT HAMA J1a ObJe Ja/ieH Ha TPETO JIMLE.

3. He ce oTBapsaT umeinuTe B HeXxenaHa moira. Hukora He ce oTBapsiiTe NMpUKavYeHH
¢aitnoBe B chOOIIEHUS OT HEMO3HAT U3Mpamiad. AKO He ce 1o3HaBa UMeTo B mnonero ,Ot1”, He
OTBapsIiTe MpUKaYCHUS Baii.

4. AKO ce Moy4d HEO4YaKBaHO CHOOIIECHHE ChC CTPAaHEH NMpUKadyeH (aila oT mo3Har
u3lpam@ay, TO OM MOIJIo Ja ChAbpKAa BUPYC. MHOro 3JI0BpeAHHM MpoOrpaMu ce
pasnpocTpaHsBaT 10 BCUUKM KOHTAaKTH, KOUTO HAMEPAT B MOIIATa HA 3apa3eHMs] KOMITIOTHP.
TakuBa ChOOIICHHUS YeCTO MMAT CTpaHHA TeMa WJIM MMe Ha mpukadeHus ¢ain. Yecto ToBa €
IIETOBUTO CHOOIIEHUE, HAChpPUaBaIlO IONydYaTeNs Ja BHIM KapTUHKA WM Ja IpoueTe
MpUKaueH TeKCTOBH (aily. BuHarm wm3nckBaiTe NMOTBBPXKIECHHUE OT HW3Mpamiava, Mpead 1a
OTBOPUTE CHOOIIEHUE WM MTPUKaUYeH (paili1 OT TaKbB BHI.

5. IlpoBepsiBa ce MBJIHOTO WME Ha NpukadeHus ¢ain. CKpUTUTE Pa3UIUPEHHUS OT
uMeTo Ha ¢aitna morar jaa 3abmyasT Ja OTBOPUTE 3apa3eH INpukaueH (ailn oT umeiina.
BuHnaru ce mpoBepsiBa Janu MMEHT MPUIOKEHUETO MOKa3Ba IBJIHOTO MME Ha NPHUKauyeHUs
(aiis, BKIIOYUTEIHO pa3MIupeHueTo. Bupycu u yepBen mMorar Jia ce ChIbpKaT BbB (ailiose,
KOWTO M3IJIeKIAT KAaTO KapTUHKH, Hampumep ¢ pasmupenue .jpg. Ho e Bb3MOXKHO &1a mMmar
CKpUTO pa3lIMpeHue, Karo .eXe wiu .VDS kbM umero Ha (aiina, Koero o3HayaBa, ue
IpUKaueHUT (aill He € KapTHUHKA, a Iporpama, KOsiTO IIe Ce CTapTHUpa, LIOM CE€ OTBOPH
npuKadeHus (ai.

6. BuumaBa ce c¢ (QammuuBuTe mnpeaynpexiaeHus 3a Bupycu. DanmmBuTe
NpeAYNPEKACHNUS 32 BUPYCH ca U3BecTHH Karo "hoaxes"Tosa e ¢anmmBo choOUICeHUE, KOETO
MOJIBEXKJIa MOTPEOUTENNTE J1a BAPBAT, Ye ca MOIYYMUIM BUPYC M I'M HAachpyaBa Jia MpenpaTsIT
IIPENYNPEXKAECHUETO Ha BCEKH, KOTOTO IT03HABAT.

7. He otBapsiiTe wuMein, ChIbpKall HEXeNaHa pekiaama. Told Moxe na Oblae
M3II0JI3BAH 32 MPEHACsSHE Ha BUPYCH M yepBer. OT chOOpaKeHUs 32 CUTYPHOCT OH TpsOBaIIo
Jla U3TpUBATe BCUUYKM PEKIAMHHU CHOOIIEHHMsS OT HEMO3HAT W3lpaliad BegHara, 0e3 aa ru
OTBapsTE.

8. He ce u3nomnsBa camo eAHa IOIIEHCKa KyTHs 3a BcHuko. Crnenuanucture 1o
KHOEPCUTYPHOCT IPENOpPbYBAT J1a C€ OTKPUBAT HIAKOJIKO PA3IMYHH MOIIHU U JIa CE Pa3AeysT 1o
IpeJHa3HauYeHHeE.

9. N36sreaiiTe chIIo Taka Ja MpenpaiiaTe MucMa MEXAy HIKOJIKO Ballld IMOMICHCKU
KYTHHU.

10. He e mnpenopbuuTenHO Ja ce€ TMpenpamiaT MUCMa /0 HSAKOJIKO YOBeKa
eaHoBpeMeHHO. OCcOOCHO TakMBa, OT TUIA - "TIpenpareTe ro 10 / YOBEKa U IIe BU C€ CIYIH
Helo xy6aBo" Wil "moMorHeTe Ha O0JIHOTO MU JIeTe, KaTO MPEenpaTUTe TOBAa MUCMO Ha MHOTO
X0pa, €I KOM CH Ime MM Jaje 3a BCeKM 3 MMeWsa 5 I1eHTa, Hampumep. Te3u mucma ce
pasmpocTpaHsBaT ¢ LeJl chbOMpaHe Ha JCWCTBUTENTHH HMMEWNT aJapecu, TbH Karo IpH
npernpaiase, KbM IMCMOTO ce 100aBAT aBTOMATUYHO U aPECUTE Ha MPEJHUTE MOJIydaTelu.
Cren HSKOJKO IpernpaliaHusi, B €IHO TaKOBa IMHUCMO C€ ChOMpAT HAKOJKO CTOTHLM PEaHH
UMEI ajipeca, KOUTO CJIe]] TOBa ce MpoJaBaT Ha (GUPMHU 3a CIiaM.



11. Axo Bce mak ucKaTe Ja MpernpaTuTe HAKaKbB TEKCT WM WH(POpMAIHs, KOSITO CTe
MOJYYMJIH, KOMTUpAWTE TEKCTA U O U3MpaTeTe KaTo HOBO nucMmo. He npenpamaiite npeaHoTo,
BBIIPEKH Y€ € MPUMaMIIMBO MO-TIECHO. Taka 1e mpeana3ure NpUsTeInuTe CH OT OB/l CIiaM.

12. Ako mopaau HSIKakBa MPUYHMHA ABPKHUTE Ja MpenpaTUTe OPUTHHAIHOTO MHCMO,
cnoxkete aapeca B BCC (Blind Carbon Copypmecro B CC. Taka HUKOW OT MOJy4aTeIUTe
HSMa Ja BUIM aJpecuTe Ha ApyruTe moiy4arenu. [Ipuumnarta ga ro usmoi3Bare HE € Ja
CKpHETE MOTy4YaTeIuTe eIUH OT JIPYT, a a TH MPEANa3uTe, B caydail ue agpecHaTa KHUATA WIN
CNICKTPOHHATA IMOIa Ha HAKOH OT TAX CTaHe JOCThIIHA Ha CHaM-00T (HampuMep Mmopaau
BUPYCHA HH(PEKIUSA HA KOMITIOTHPA MY).

13. Tleuan6a ot motapus: He cTe crneuenmin. CaMmbpUTe HU3MOJ3BAT HAM-pa3IMuHU
NpUMaMIIMBU 3arjiaBus Ha THUCMaTa, 3a Ja HakapaT MoJlydaTenst Ja TH OTBOpPH. MHOro
MOTpeOUTENN HAaUCTHHA OTBApAT MOAOOHM mucMma. Jlopu cien OTBapsHETO BenHara jJa Io
U3TPHUETE, CAMOTO OTBApsSHE HA MHUCMOTO O MOTJIO J]a TOTBBP/H, Y€ aJ[PEChT € PEalicH U BUe
CT€ IO MOJIY4UJIIH.

14. OrnucBane OT OIONETHH, 32 KONTO HE MOMHHUTE Ja CTe ce 3amucBainu. Yecrto
CpellaH MeTOJ], M3I0JI3BaH OT CIaMbpHUTE 3a HAMHpaHE HA AKTUBHUTE MOILEHCKHU aJIPEeCH.
W3mnpama ce OroJIeTHH C JUHK 3a OTHHCBaHE (yXK) OT mosydaBaHeTo my. OTHHCBaliKH ce,
BCBHIIHOCT MOTPEOUTENAT MOTBBPKJaBa, Y€ M3MOJ3Ba MOIIEHCKAaTa KyTHs, C KOETO BeJHara
BIIM3a B CIaM JIUCTHTE. BMecTo na ce oTmucate, OIIOKMpaiTe MOJydyaBaHETO HA MUCMa OT
TO3U aJipec.

15. He otBapsiiTe mucma, kouto ca (umuHr araku. Haif-moOpust HauuH 1a ce
3alUTUTE OT (PUIIMHT aTaKu € KaTO HUKOTa He OTBapsTe (UIIMHT [MCMa, HO YECTO € TPYAHO
Jla ce pa3no3Hae Koe MUCMo ¢ (PUIITMHT aTaka. MoxeTe Ja TU pa3mo3HaeTe 1o:

* Ooprwiienueto e "Dear Customeriimu "Dear Usera ue Bamero ume.

* B nmucMoTo nuiie, 4e akayHThT Bu 11e 0b1¢ MpeKkpaTeH B Cly4aid, ye He TIOTBBhPINTE
JaHHUTE CH He3abaBHO. /Hackopo cambpuTe M3mon3Baxa momodeH moxsar korato Ckaiin ce
cpuHa 3a 1 neH. Pasnpoctpanuxa cboOIIEHNs, Y€ CKAlN 111€ YNCTH HEAKTUBHU aKayHTH U Ce
MCKaIlIe J1a Ce pa3npaTu choOIIeHne Ha ToHe 15 morpebuTens, 3a a ce J0Kaxe akTHBHOCT./

* IMeiuTbT UIBa OT aKayHT, MPUIIMYAI], HO HE €AHAKBB C TO3U, KOUTO U3I0JI3Ba
u3BecTHa GupmMa, OpraHuzanus 1 ap. AKO He CT€ CUTYPHH Jalld MUCMOTO € (GUIIMHT WK HE,
Hal-moOpe € Ja He OTBapsTe JIMHKOBE, KOUTO ca MyOJMKyBaHW B HErO, a Jia HalWIIeTe Ha
pBKa agpeca Ha caiiTa, KOUTO BU € HEOOXOIHM.

* AKO CTe TOJTYYIIIA TaKOBa MMICMO, 3a IPEANOYUTAHE € Ja OJOKHpaTe axpeca, OT KOUTO
e u3npareno. Koraro ro 6mokupare, Bue naBate yka3zaHus Ha MOIIEHCKUST KJIMEHT, Y€ TOBA €
craM U He TpsAOBa na ce nmpuema. [loBedero morpedburenu obavye MpOCTO U3TPUBAT criamMa U
TOH MpPOABIKaBa Ja UBA B KYTHITA.

Hacrosimnte mpaBmia ca pa3paldoreHu ¢ orjej (opMupaHe Ha INOJUTHKH B
AETCKUTEe TPAJMHM M YYWIHIIATA, KOWUTO [a OPraHM3UpPAT M3MO0J3BaHETO Ha
o0pa3oBaTe/IHHSI NMOTEHIHAJ KaKTO HA KOMIKTBPHATA Mpexka Ha o0pa3oBaTeHAaTa
HHCTUTYIUSI, TAKA U HAa I100a7HATA MpexKa, B CbUeTaHHE ChC CHCTeMa OT MEpPKH 3a
CHTYPHOCT M 0€30I1aCHOCT Ha Jenata u ydeHunuTe. [lpuinaranero MM Ha NPaKkTHKA LeIU
NMOBHIIABAHETO HA MH(OPMHPAHOCTTAa M JUTMTAJHATA TPAMOTHOCT HAa OOIIHOCTTA OT
Je1a, POJUTE/H, YIUTETH, INPEKTOPH H CIYKHTEIH.

® [IpaBmata ca chriacyBaH’ W pa3paGOTEHHU | C YIACTHETO HA GKCIIEPTH OT OTACH , KubeprpecThHocT” KbM
I'maBHa qupeknus ,,bopba ¢ oprannzupanaTa npecTbHOCT” | ¢ LleHThpa 3a 6e30maceH HHTEpHET.




